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Abstract:

This study aimed to design and validate an integrated risk-based audit model for cryptocurrencies in Iran, focusing on causal
conditions, the central phenomenon, contextual conditions, intervening conditions, strategies, and professional
consequences. This applied-developmental and descriptive-correlational study followed an earlier qualitative grounded-
theory phase. The statistical population consisted of internal and independent auditors, risk managers, and professionals with
expertise in cryptocurrencies and blockchain in Iran. Using multistage cluster sampling, 411 valid questionnaires were
collected. Data were gathered through a researcher-developed 30-item questionnaire rated on a five-point Likert scale and
designed to assess six main constructs. Data analysis was performed using partial least squares structural equation modeling
with SmartPLS 3. Structural model results showed that causal conditions had a strong positive effect on the central
phenomenon (f=0.712). Contextual conditions (B=0.561), intervening conditions (f=0.618), and the central phenomenon
(B=0.524) positively affected strategies, while strategies significantly predicted consequences (=0.673). The coefficients of
determination for the central phenomenon, strategies, and consequences were 0.718, 0.736, and 0.685, respectively. Q2
values were 0.589, 0.612, and 0.567, indicating satisfactory predictive relevance. The SRMR value was 0.064, supporting
acceptable model fit. Indirect effects further confirmed the mediating roles of the central phenomenon and strategies in
transmitting the effects of causal and contextual factors to outcomes. The validated model indicates that effective risk-based
cryptocurrency auditing in Iran depends on the coordinated interaction of environmental drivers, technological capacities,
professional constraints, and practical audit strategies. Implementation of the model can contribute to lower audit risk,
improved audit quality, greater stakeholder confidence, and stronger positioning of the auditing profession in the digital
economy.
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Extended Abstract

Introduction

The rapid expansion of cryptocurrencies and blockchain-based financial assets has transformed conventional assumptions
concerning ownership, transferability, valuation, custody, and verification in financial reporting and auditing.
Cryptocurrencies have evolved from marginal technological instruments into a recognizable segment of contemporary
financial markets, creating new opportunities for investment, payment, decentralized finance, and digital asset management.
At the same time, their decentralized structure, high price volatility, pseudonymous transaction environment, dependence
on cryptographic keys, and cross-border functionality have introduced forms of financial and operational risk that are not
adequately addressed by many conventional auditing procedures (Georgiou et al., 2024; Ryabov & Azhar, 2022). These
developments have increasingly compelled auditors to reconsider how audit evidence is obtained, how ownership and
control are verified, how valuation is assessed, and how material misstatement risks associated with digital assets are
identified and managed.

Cryptocurrency auditing is particularly challenging because the existence of a transaction on a blockchain does not
necessarily establish the economic substance, ownership, authorization, or appropriate financial statement classification of
that transaction. Auditors may be able to observe blockchain records, yet they must still determine whether an entity controls
the corresponding private keys, whether transactions were legitimate and authorized, whether all relevant holdings have
been completely recorded, and whether reported values are reliable. Problems related to custody, technological complexity,
cyber threats, exchange reliability, fragmented pricing, and insufficiently standardized accounting treatments further
complicate the assurance process (Canada, 2018; Hsieh & Brennan, 2022; Vincent & Wilkins, 2020). In environments
characterized by regulatory ambiguity, these challenges become even more significant because policy uncertainty may
directly affect accounting judgments, recognition practices, and the auditability of crypto-related financial information
(Guderzi Farahani et al., 2022).

Blockchain technology simultaneously creates both auditing opportunities and auditing risks. Its distributed and tamper-
resistant ledger structure enhances transaction traceability and enables auditors to access data that may support more
continuous and technology-assisted assurance. However, immutable records do not eliminate the need for professional
judgment regarding ownership, valuation, completeness, contractual substance, or the business purpose of transactions. The
development of blockchain-based accounting therefore requires corresponding advances in audit methodology,
technological competency, and internal control assessment (Ayedh et al.,, 2021; Malekian, 2021). Recent research has
consequently emphasized the need for technologically sequenced audit procedures for cryptocurrency exchanges and other
crypto-active entities, including wallet verification, transaction testing, reconciliation of blockchain records with accounting
systems, and assessment of technological and security controls (Petryk & Diak, 2025).

The increasing use of advanced analytics also has major implications for cryptocurrency auditing. Machine-learning
techniques can strengthen anti-money-laundering procedures by identifying anomalous transaction patterns, suspicious
wallet relationships, and potentially illicit financial flows that may be difficult to detect through conventional sampling-based
audit approaches (Japinye, 2024). Artificial intelligence has likewise demonstrated potential to reduce audit risk through
enhanced anomaly detection, more comprehensive transaction analysis, and improved risk assessment (Li, 2026). In addition,

integrating cybersecurity threat intelligence with technology-enabled internal auditing can improve the identification and
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assessment of digital risks that directly affect crypto-assets and their supporting infrastructures (Mahmood et al., 2026).
These developments suggest that contemporary cryptocurrency auditing must increasingly integrate financial expertise with
blockchain analytics, cybersecurity knowledge, artificial intelligence, and data-driven risk assessment.

The broader transformation of the audit profession also supports the transition toward technology-enabled, risk-based
auditing. Emerging technologies such as artificial intelligence, blockchain, robotic process automation, and advanced data
analytics are reshaping external audit practices and modifying the skills required of auditors (Abderrahman & Makarem,
2026). The intellectual development of artificial intelligence-enabled auditing similarly indicates a movement from traditional
periodic procedures toward continuous, predictive, and technology-supported assurance (Sundarasen et al., 2026). However,
technological sophistication alone cannot guarantee audit quality. Audit outcomes continue to depend on professional
competence, institutional capabilities, quality-control structures, and the ability of audit firms to translate technological
resources into effective audit procedures (Nguyen et al., 2026). Evidence also indicates that auditor-level quality can affect
broader capital-market outcomes and risk perceptions (Rajabalizadeh & Schadewitz, 2026), while the sustainability of audit
firms is increasingly influenced by their ability to respond to structural and technological risk factors (Vovk et al., 2026).

Professional knowledge and risk-oriented training are therefore particularly important in emerging audit environments.
Auditors who lack adequate understanding of blockchain architecture, wallet structures, digital signatures, cybersecurity, and
crypto-asset valuation may underestimate risks or select inappropriate audit procedures. Evidence concerning professional
risk education suggests that strengthening auditors’ risk awareness can influence professional behavior and decision-making
quality (Zhifang et al., 2025). Accordingly, risk-based cryptocurrency auditing should not be conceptualized merely as a set of
additional technical tests but as an integrated professional framework linking causal pressures, contextual capabilities,
intervening constraints, technological strategies, and audit outcomes.

This need is particularly important in Iran, where the increasing relevance of digital assets is accompanied by regulatory
uncertainty, uneven organizational readiness, varying levels of technological expertise, and the absence of fully
institutionalized cryptocurrency accounting and auditing standards. International research has documented many individual
challenges associated with crypto-assets, but relatively limited attention has been devoted to developing and empirically
validating an integrated risk-based auditing model adapted to the institutional and professional characteristics of an
emerging-market context. Therefore, this study aimed to design and validate a risk-based audit model for cryptocurrencies
in Iran.

Methods and Materials

This study was applied-developmental in purpose and descriptive-correlational in its quantitative design. The quantitative
validation phase followed an earlier qualitative grounded-theory phase from which the initial paradigmatic model and its
principal constructs were derived. The target population consisted of independent auditors, internal auditors, risk managers,
accounting and auditing professionals, and specialists with relevant experience in cryptocurrencies, blockchain, digital assets,
or associated technological and risk-management processes in Iran. The minimum required sample was initially estimated at
230 participants using Cochran’s formula with a 0.05 error level and statistical power of 0.80. To enhance statistical power,
model stability, and the reliability of structural equation estimates, data collection continued beyond this threshold, and 411
valid questionnaires were ultimately included in the final analysis. Multistage cluster sampling was employed across relevant

professional groups.
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Data were collected using a researcher-developed questionnaire containing 30 items. The instrument was developed from
the theoretical foundations of risk-based auditing and the categories extracted during the preceding qualitative phase. Six
principal constructs were assessed: causal conditions, central phenomenon, contextual conditions, intervening conditions,
strategies, and consequences. Each construct was measured using five items on a five-point Likert scale ranging from 1,
strongly disagree, to 5, strongly agree. Content and face validity were evaluated by five accounting and auditing academics
and experts, and the wording and conceptual fit of the items were refined accordingly.

Data analysis was performed using partial least squares structural equation modeling in SmartPLS 3. Measurement-model
assessment included Cronbach’s alpha, rho_A, composite reliability, average variance extracted, outer loadings, the Fornell-
Larcker criterion, and the heterotrait-monotrait ratio. Structural-model assessment included standardized path coefficients,
coefficients of determination, effect sizes, predictive relevance, indirect effects, and the standardized root mean square
residual. Statistical significance was assessed at the 0.05 level.

Findings

The final sample comprised 411 respondents, including 209 men and 202 women. Most participants had substantial
professional experience and advanced academic qualifications. Master’s degree holders constituted 79.6% of the sample,
while 11.9% held doctoral degrees. Accounting and finance represented the largest academic background at 53.0%, followed
by auditing, management, and economics. More than half of the respondents had 11-20 years of professional experience,
and 37.2% had more than 20 years. Moreover, 47.7% reported high or very high familiarity with cryptocurrencies and
blockchain.

All six study constructs received relatively high mean scores. Causal conditions had the highest mean at 4.31, followed by
strategies at 4.27, the central phenomenon at 4.21, consequences at 4.17, intervening conditions at 4.13, and contextual
conditions at 4.11. Standard deviations ranged from 0.51 to 0.61, indicating relatively limited dispersion in respondents’
evaluations.

The measurement model demonstrated satisfactory reliability. Cronbach’s alpha ranged from 0.803 to 0.825, rho_A from
0.806 to 0.829, and composite reliability from 0.869 to 0.884. Average variance extracted values ranged from 0.572 to 0.604,
confirming acceptable convergent validity. Outer loadings ranged from 0.645 to 0.782, and all were statistically significant at
0.001. The Fornell-Larcker criterion was satisfied because the square root of AVE for each construct exceeded its correlations
with other constructs. HTMT values ranged from 0.654 to 0.734, remaining below conventional thresholds and confirming
discriminant validity.

The structural model showed substantial explanatory power. Causal conditions had the strongest direct effect on the
central phenomenon, with a standardized coefficient of B = 0.712. Intervening conditions positively affected strategies with
B = 0.618, contextual conditions affected strategies with f = 0.561, and the central phenomenon influenced strategies with
B =0.524. Strategies, in turn, had a strong positive effect on consequences with B = 0.673. Effect-size values were 0.854 for
causal conditions on the central phenomenon, 0.561 for contextual conditions on strategies, 0.612 for intervening conditions
on strategies, 0.527 for the central phenomenon on strategies, and 0.725 for strategies on consequences.

The model explained 71.8% of the variance in the central phenomenon, 73.6% of the variance in strategies, and 68.5% of

the variance in consequences. Adjusted R? values were 0.714, 0.731, and 0.681, respectively. Predictive relevance was also
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satisfactory, with Q? values of 0.589 for the central phenomenon, 0.612 for strategies, and 0.567 for consequences. The SRMR
value was 0.064, indicating acceptable overall model fit.

Indirect effects further supported the model’s mediated structure. The indirect effect of intervening conditions on
consequences through strategies was 0.624, while the indirect effect of contextual conditions on consequences through
strategies was 0.589. The indirect effect of the central phenomenon on consequences through strategies was 0.541. Causal
conditions also influenced strategies indirectly through the central phenomenon with a coefficient of 0.538, and their overall
indirect effect on consequences through the central phenomenon and strategies was 0.518.

Discussion and Conclusion

The findings demonstrate that risk-based cryptocurrency auditing should be conceptualized as an integrated and
sequential system rather than as a collection of isolated technical procedures. The strong effect of causal conditions on the
central phenomenon indicates that deficiencies in existing standards, valuation difficulties, crypto-asset volatility, fraud
exposure, money-laundering risk, and the limitations of conventional audit practices create significant pressure for the
development of more technologically advanced and risk-sensitive audit approaches. This result is particularly important
because it shows that innovation in cryptocurrency auditing is not merely discretionary; it is increasingly a professional
response to changes in the underlying risk environment.

The effects of contextual and intervening conditions on audit strategies further indicate that successful implementation
depends on organizational readiness. Technological knowledge, information infrastructure, institutional clarity, professional
culture, specialized analytical tools, training, and resistance to change can either facilitate or obstruct the development of
effective audit procedures. Accordingly, even technically sound audit strategies may be ineffective when auditors lack
blockchain knowledge, appropriate analytical tools, or organizational support.

The strong relationship between strategies and consequences demonstrates that practical audit responses are the
principal mechanism through which the model generates professional benefits. Strategies such as direct verification of digital
ownership, test transactions, comprehensive documentation, multi-source valuation, and sensitivity analysis can strengthen
evidence quality and reduce uncertainty. Their implementation may consequently increase audit quality, reduce audit risk,
improve stakeholder confidence, support greater professional specialization, and strengthen the relevance of auditing in the
digital economy.

The relatively high R? and Q2 values demonstrate that the proposed model possesses both explanatory and predictive
capability. In addition, the significant indirect effects confirm that contextual and causal factors frequently influence
outcomes through intermediate audit strategies rather than through direct pathways. Thus, the model provides a coherent
explanation of how environmental pressures are transformed into professional responses and eventually into higher-quality
audit outcomes.

Overall, the study validates a six-dimensional risk-based cryptocurrency auditing framework comprising causal conditions,
a central phenomenon, contextual conditions, intervening conditions, strategies, and consequences. The results suggest that
effective cryptocurrency auditing in Iran requires simultaneous attention to professional standards, technological capacity,
auditor competence, cybersecurity, valuation procedures, organizational readiness, and risk-responsive audit techniques. The
validated model can therefore provide a structured basis for audit firms, regulators, professional bodies, and organizations

dealing with digital assets to develop more systematic and defensible approaches to cryptocurrency assurance.
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